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Any change in work 

arrangements is likely to involve 

a change in contractual terms 

  Workplace 

 

 Hours 

 

 Duties 

 

 Pay / benefits / expenses 

 

Contractual Issues 
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 May limit your ability to implement change 

 

 Cannot unilaterally vary the terms of employment  

 

 May need to secure employee agreement 

 

 May need to consider dismissal and re-engagement  

 

 May bring with it the need to collectively consult 

 

Why is the contract important? 

 

Contractual Issues 
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 What is the existing contractual arrangement? 

 

 Is there sufficient discretion reserved to employer to vary workplace? 

 

 Does it extend to being able to require employee to work from home? 

 

 Can employer argue that workplace has already changed as result of working from home 

during pandemic? 

 

 How can employee’s agreement be secured? 

 

Changes in workplace – working from home 

 

Contractual Issues 
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Changes in workplace – working 

from home 

  Working from abroad – will you allow it? 

 

 Security of data – are fresh rules necessary? 

 

 Reporting sickness – are fresh rules necessary? 

 

Contractual Issues 
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 What is the existing contractual arrangement? 

 

 Has it changed? 

 

 Can employee argue that workplace has now changed as a result of working from home 

during pandemic 

 

 Health and safety issues raised by employee 

 

 Flexible working requests  

 

Changes in workplace – attending workplace 

 

Contractual Issues 
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 Clarity balanced with flexibility to tailor to personal circumstances 

 

 Ability to change or vary the arrangement 

 

 Keeping a focus on fairness 

 

Changes in workplace – agreeing the new 

arrangement 

 

Contractual Issues 



Are you proposing to make 

any changes to working 

hours in the next 3 

months?      
Poll 



11 11 

Changes in hours 

  Are hours of work still relevant or has focus changed to 

outcomes? 

 

 Will there be set hours? 

 

 Will there be core hours? 

 

 Will there be no hours? 

 

 Working Time Regs implications  

 

Contractual Issues 
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 Does employer have discretion to change hours 
 

 Is it necessary to get employee’s agreement 
 

 Will new arrangement represent any change or can employee continue old hours under 

the new regime 
 

 Again:  

 Clarity balanced with flexibility to tailor to personal circumstances 
 

 Ability to change or vary the arrangement 
 

 Keeping a focus on fairness 

 

Changes in hours (2) 

 

Contractual Issues 
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Changes in duties 

  May be a need to refine duties or activities of employee 

 

 May be need for more fundamental change 

 

 Does employer have discretion to make the change? 

 

 If not, employee’s agreement will be necessary 

 

 Is redundancy of existing role relevant? 

 

Contractual Issues 
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 What happens to any weighting that is based on location  

 

 What happens to travel allowances? 

 

 Who pays for additional costs such as heating, electricity, broadband, insurance? 

 

 Who pays for equipment used at home? 

 

Change in pay / benefits / expenses 

 

Contractual Issues 
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Recording changes 

  Important so as to avoid disputes 

 

 Letter or new contract  

 

 S1 Employment Rights Act  

 

 Trial periods 

 

 Agree to review  

 

 Right on part of employer to vary arrangements 

 

Contractual Issues 
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 Monitoring quality of work and quantity of work for performance management 

 

 Monitoring time at work when in the office and when working remotely 

 

 Monitoring that is required by regulation: eg calls in financial services settings 

 

 Evidence collection for disciplinary and grievance procedures 

 

 Monitoring employee health 

 

 Monitoring employee interaction with third parties: eg breach of confidentiality and breach 

of restrictive covenants 

Why monitor? 

Employee  Monitoring 
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Means of monitoring 

Employee Monitoring  

 CCTV 

 

 Desk monitors 

 

 Location monitors 

 

 Scanning of email use of words and patterns 



Do you currently monitor 

your employees activities in 

any way? 

 Poll 



Do you intend to revise your 

monitoring procedures to 

take into account those 

employees who now work 

part time or full time from 

home? 

 Poll 
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Relevant Legislation 

Employee Monitoring 

 General Data Protection Regulations (“GDPR”) 2018 

 

 Data Protection Act 2018 

 

 Investigatory Powers Act 2016 

 

 Investigatory Powers (Interception by Business etc for 

Monitoring and Record Keeping Purposes) Regulations 

2018 
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 European Convention on Human Rights 

 

 Human Rights Act 1998 

 

 Employment Rights Act 1996 

 

 Equality Act 2010 

 

If you operate in breach of the above you will be in breach of the law 

 

Relevant Legislation     

 

Employee Monitoring 



23 23 

 The Information Commissioners Office Employment Practices Code 

 

 Employment Practices Code: Supplementary Guidance 

 

 Article 29 Working Party Opinion 

 

 European Data Protection Board Guidelines 

 

Breach of the above may be factor in deciding if you are in breach of the law 

 

Relevant Guidance 

Employee Monitoring 
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It all looks very difficult  

 

 

Much will depend on the way monitoring is approached.  The broad principles are quite 

similar. 

  

Employee Monitoring 
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How to comply with GDPR/DPA 

2018 

Employee Monitoring 

 Have a legal basis for processing – usually consent or 

legitimate interest of employer 

 

 Process in a fair way 

 

 Process transparently 

 

 Limit processing to what is necessary 

 

 Limit processing to what is proportionate 
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So employer must 
 

 Identify the interest it is trying to protect when  it is monitoring 
 

 Ensure monitoring method is proportionate – it does what it is supposed to do and no 

more  
 

 The monitoring that will be lawful will vary from company and company. There is a balance 

each employer must make between its  interest in monitoring and the protection of 

employee’s rights 
 

 Remember that information collected covertly can only be used in limited circumstances 
 

 Be cautious when using artificial intelligence/algorithms due to risk of unfairness or 

discrimination 

 

Employee Monitoring   



27 27 

 Carry out an assessment of your company’s need for monitoring and what type of 

monitoring is required 

 If there is a way to achieve what you need without monitoring, do not monitor 

 Consult your employees or their representatives 

 Produce a written Policy 

 The written Policy should make clear the extent of the monitoring, its purpose, how it will 

be carried out and how the information will be used 

 Keep your Privacy Notice up to date 

 Ensure as few people as possible do the monitoring and have access to the data 

 Have a secure way of storing the data and restrict access to it 

 Retain data for no longer than necessary 

 Review any monitoring periodically 

Practical Steps 

Employee Monitoring  
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The above is  most relevant to the framework in which the GDPR operates.  But one can see 

how going through the practical steps above will assist with potential claims of: 

 

 Constructive unfair dismissal for example for breach of implied duty of trust and 

confidence:  by explaining the reasonable and in some cases the contractual  basis on 

which the employer acted 

 

 Claims of indirect discrimination: by establishing a proportionate means of achieving a 

legitimate end 

 

Defending Potential Claims 

Employee Monitoring  
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 A breach of Rule 8 (Right to Privacy and Family Life) European Convention of Human 

Rights/Human Rights Act 1998:  by showing a potential breach of the Act is legitimate and 

proportionate 

 

 Defending referrals to the Information Commissioners Office  (with fines of up to 4% of 

global turnover or £17.5m) : by again showing consent and/or  a legitimate interest of the 

employer implemented in a proportionate way 

Defending Potential Claims 

Employee Monitoring 
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Now many and various and may combine several of the above potential claims.   

 

In brief the questions asked are: 

 

 Does the employee have a reasonable expectation of privacy? 

 

 Has the employer a clear and transparent Policy setting out why monitoring is necessary 

and how it will take place 

 

 Is that monitoring necessary and proportionate 

 

 Is there any less intrusive way of monitoring 

 

Lessons From The Case Law 

Employee Monitoring  
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